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Document Classification

This document is a legally binding Anti-Fraud & Economic Crime Policy. It establishes mandatory rules and enforcement
standards to prevent fraud, economic deception, financial manipulation, illegal benefit schemes and platform abuse across
all PhoenixX business operations.

Confidentiality Level: Public Legal Document
Applies To: PhoenixX employees, contractors, subcontractors, clients, suppliers and business partners
Status: Approved by PhoenixX Compliance & Risk Management

1. Purpose and Legal Effect

This Anti-Fraud & Economic Crime Policy ("Policy") establishes PhoenixX’s binding framework to detect, prevent, investigate
and enforce against fraud, economic deception, financial manipulation and platform abuse. This Policy applies as a
contractual enforcement mechanism and grants PhoenixX the legal authority to take immediate action against fraudulent
conduct. Violations of this Policy constitute a Severe Breach and may result in enforcement, contract termination, account
suspension, financial recovery, blacklisting and referral to competent authorities.

2. Scope and Applicability

This Policy applies to all PhoenixX operations, systems, data environments and business transactions. It binds PhoenixX
employees, contractors, subcontractors, suppliers, partner agencies, Clients, Users and any affiliated entity accessing
PhoenixX Systems. Fraud prevention obligations apply to all commercial interactions, data transactions, payment flows, Al
service usage and contractual relationships.
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3. Definition of Fraud & Economic Crime

For the purposes of this Policy, "Fraud" includes intentional deception designed to secure unlawful gain, misrepresent facts,
bypass system controls or cause financial loss. Fraud includes identity fraud, payment fraud, false claims, digital forgery, data
manipulation, impersonation, contract fraud, misappropriation, asset concealment and collusion. "Economic Crime"
includes money laundering, false invoicing, sanctions evasion, criminal benefit concealment and unlawful financial
engineering.

4. Zero-Tolerance Fraud Standard

PhoenixX enforces a Zero-Tolerance Standard for fraud and economic crime. Fraudulent activity is strictly prohibited and
subject to immediate enforcement. PhoenixX reserves the right to block access, retain funds, restrict functionality, initiate
forensic investigation, impose Legal Hold and terminate contracts where fraud indicators are detected.

5. Fraud Risk Classification

PhoenixX classifies fraud risk into three categories: (a) Low Risk — accidental misrepresentation or clerical error without
malicious intent; (b) High Risk — intentional deception affecting commercial integrity; (c) Severe Risk — coordinated fraud,
economic crime or criminal system abuse. PhoenixX may escalate any fraud case to Severe Risk when security, financial
exposure or legal impact is detected.

6. Payment and Transaction Integrity

PhoenixX prohibits payment fraud, unauthorized fund diversion, forged payment confirmations, cryptocurrency concealment
schemes, credit abuse, chargeback fraud and attempt to manipulate payout or billing structures. PhoenixX may delay or freeze
payments for risk review. Transaction laundering and third-party payment routing are strictly prohibited.

7. Contract and ldentity Verification Fraud

False identity, fake documentation, forged signatures, contract impersonation, undisclosed corporate affiliation, use of proxy
identities, false resumes or falsified certifications constitute fraud. PhoenixX may require identity and corporate verification at
any time.

8. False Representation and Misconduct

PhoenixX prohibits misrepresentation of skills, capacity, experience, datasets, security compliance or subcontractor
structures. Submission of manipulated records, edited evidence, falsified reporting or fabricated deliverables is classified as
fraud.

9. Al-Driven Fraud and Synthetic Deception

PhoenixX prohibits Al-generated fraud including deepfake identity schemes, Al-generated invoices, automated phishing, fake
compliance certificates, document forgery, model extraction impersonation attacks and synthetic data fraud. The use of Al
tools to assist in deception is classified as Severe Fraud.
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10. Phantom Workforce and Payroll Abuse

PhoenixX prohibits phantom worker schemes, ghost accounts, duplicate identities, multi-account manipulation, false billing
hours, outsourced work disguised as direct delivery and fake workforce reporting. Suppliers remain fully liable for labor
integrity.

11. False Deliverables and Workflow Fraud

PhoenixX prohibits submission of incomplete, recycled or plagiarized work disguised as new deliverables. Al-generated
content submitted as human work without disclosure is classified as fraud. Bypassing validation or quality control audits is
prohibited.

12. Collusion, Kickbacks and Benefit Abuse

PhoenixX prohibits deal manipulation, secret commissions, internal collusion, corruption-linked financial incentives, benefit
abuse and unauthorized resale of PhoenixX work or data. Coordination between entities to manipulate PhoenixX decisions is a
Severe Breach.

13. Fraud Detection and Monitoring

PhoenixX conducts proactive and reactive monitoring to detect fraud risk. Fraud indicators include abnormal behavioral
patterns, transaction anomalies, repeated disputes, altered metadata, forged documentation, synthetic activity signals,
hidden subcontracting and payment inconsistencies. PhoenixX may use automated detection tools and human review under
PHX-REA-1.0.

14. Investigations and Evidence Retention

PhoenixX may initiate internal investigations and impose Legal Hold to preserve fraud evidence. PhoenixX may collect system
logs, identity records, communication transcripts, annotation files, metadata, IP traces and comparative audit results.
Unauthorized deletion of evidence or obstruction of investigation constitutes Severe Fraud.

15. Enforcement and Financial Recovery

PhoenixX may retain funds, reverse transactions, recover losses, apply damage offsets and deduct investigation costs from
outstanding balances in fraud cases. PhoenixX may recover economic loss through arbitration, legal claims or enforcement
proceedings. PhoenixX has the right to retain funds permanently in Severe Fraud cases.

16. Blacklisting and Contract Termination
PhoenixX may terminate contracts and permanently blacklist entities involved in fraud, collusion, synthetic deception or
economic crime. Blacklisted parties shall be prohibited from all future access to PhoenixX Systems and affiliated programs.

17. Cooperation with Authorities

PhoenixX cooperates with international enforcement bodies including INTERPOL, EUROPOL, financial intelligence units
(FIUs), OFAC, SECO and national cybercrime units. PhoenixX may report criminal fraud and provide admissible evidence when

required.
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18. Governing Law and Arbitration

This Policy is governed by Swiss substantive law. All disputes arising from fraud enforcement shall be resolved by arbitration in
Zurich under the Swiss Rules. PhoenixX may request emergency injunctions, account freezes and digital evidence seizure.
Enforcement rights survive contract termination.

Approval and Enforcement

This Anti-Fraud & Economic Crime Policy - PHX-AFEC-1.0 is binding upon all PhoenixX business relationships. Fraud
enforcement shall be applied without exception.

Approved by: PhoenixX Compliance & Risk Management
Agency PhoenixX LLC

PhoenixX.one

legal@PhoenixX.one | compliance@PhoenixX.one

© 2025 Agency PhoenixX LLC - A Wyoming Limited Liability Company. All rights reserved.
Governing Law: Swiss Substantive Law | Dispute Resolution: Zurich Arbitration (Swiss Rules)
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